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Appendix: Cyber security Spending at OPM (Fiscal Years 2012 -2015) 

Table 1. Federa l cybersecurity spending by agency (in millions) for FY2015 1249 

Pre, rot Detect, .\nal}U, Shaping lhe 
:\gene} \laliciom, () brr and '.\litigate () berserurit~ Total 

Acti,it~ Intrusions £11\ ironmrnt 

Department of Agriculture $39 $39 $5 $83 
Department of Comm erce $43 $79 $71 $194 
Department of Education $8 $18 $0 $27 
Depart ment of Energy $130 $ 105 $68 $303 
Departme nt of J tL,tice $291 $131 $35 $456 
Depart ment or Labor $6 $12 $4 $22 
Depart ment of State $102 $73 $25 $200 
Depart ment ofTra nsporta tion $41 $49 $5 $95 
Departme nt of Veterans Alfa irs $96 $89 $25 $210 
Departme nt of the Interior $13 $20 $28 $61 
Department of the Treasury $ 159 $96 $16 $271 
Departme nt of Defense $3,200 $1,100 $4.800 $9.100 
Department of I Iealth & I luman 
Services $71 $132 $17 $220 
Departmen t of I Iomeland 
Securi ty $316 $771 $225 $1,313 
Departmen t of HotL, ing & Urban 
Deve lopment $7 $8 $ 1 $15 
Environ mental Protec tion 
Agency $2 $12 $3 $17 
Gene ral Services Administration $16 $24 $6 $46 
International Assistance 
Programs $8 $8 $5 $22 
Nationa l Sc ience Founda tion $3 $6 $206 $215 
Nationa l Aeronautics & Space 
Administrat ion $30 $54 $23 $107 
Nuclear Regulatory Commi ssion $8 $13 $3 $25 
Office of Personnel Management $2 $5 $0 $7 
Small Business Administration $2 $8 $0 $10 
Soc ial Security Administration $51 $38 $2 $9 1 
Total Cy hersec11rity Spending S4,646 S2,887 $5,577 $ 13,110 

:Nffil :: Due to mundmµ:~ cutc.~orics may not sum to the tot;:,I 
, __ 

aa--· 

1249 Office of Mgmt. & Budget, Exec. Office of the President, FY 20 15 Annual Report to Congress : Federal 
Information Sec urity Management Act (Mar. 18, 2016), 
https://www.whitehouse.gov/sites/default/files/omb/assets/egov docs/final fy 2015 fisma report to .congress 03 
18 2016.pdf. 
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Tabl e 2. Federal cyber securi ty spendin g by agency (in millions) for FY2014 1250 

PrcHnt Dcte<:I, .\n1l}Le, Shaping the 
AgenQ l\bliciou~ C} her 1111d :\litigate C) bcrsecuril} Total 

. \<:Ii\ ii) lntru~ions Em ironmenl 

Department of Agriculture $40 $46 $2 $88 
Department of Commerce $56 $83 $7~ $213 
Department of Education $ 11 $20 $ 1 $32 
Department of Energy $108 $78 $71 $257 
Department of Justice $102 $433 $44 $579 
Department of Labor $ 13 $3 $ 1 $ 17 
Department of State $55 $54 $5 $114 
De nrtment of Trans nation $42 $44 $5 $91 
Department of Veterans Affairs $ 13 $131 $9 $153 
Departme nt of the Interior $ 17 $30 $ 1 $48 
Department of the Treasury $122 $68 $10 $200 
Department of Defense $2.552 $1,225 $5,178 $8,955 
Departme nt of Health & ll uman 

54 $91 
Services $25 $170 
Department of I lomeland 

$473 $722 
Security $ 148 $ 1,343 
Department of Housing & Urban 

$6 $8 Develo ment $0 $ 14 
Environmental Protection $ 1 6 Agency $0 $7 
General Serv ices Administration $27 $16 $10 $53 
International Assistance $9 $4 
Pro s $3 $16 
Nat ional Science Foundation $3 $6 $ 154 $ 163 
National Aeronautics & Space 

$35 $48 
Ad ministration $ 19 $ 102 
Nuc lear Regulatol') Comm1SS1on $4 $12 $3 S19 
Office o Personnel Management 2 5 $0 $7 
Small Business Admimstrauon $1 $4 $0 $5 
Socia l Secun ty Admimstrn110n 46 $11 $2 $59 
Tota l Cybersecurity Spe nding $3, 792 $3, 148 SS,765 $ 12,705 

NOTE: Due to roundin.g. catcgoncs ma)' not sum to the totnJ 

1250 Office of Mgmt. & Budget, Exec. Office of the President, FY 2014Ann ual Report to Congress: Federal 
Information Security Managem ent Act 83 (Feb. 27, 2015), 
https://www.wh itehouse.gov/s ites/default/files/omb/assets/egov docs/final fyl4 fisma report 02 27 2015.pdf. 
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Table 3. Federal cybersecur ity spending by agency (in millions) for FY2013 125 1 

-- ------------- - --- - - --- --- - ---

Prevent Detect , Analyze, Shape th, 
..\gene~ Malicious and :\litigate Cybersccurit), · Total 

Cyber Acti, ·it} Intrusions Em ironmcnt 
Dept. of Agricu lture $39 $23 $ 1 $63 
Deot of Commerce $47 $74 $42 $163 
Dept. of Educat ion $ 11 $ 11 $0 $22 
Dept. ofEnernv $ 112 $69 $37 $2 18 
Dept. of Justfoe $ 105 $335 $6 $446 
Dept. of Labor $5 $9 $9 $23 
Deot. of State $5 1 $30 $5 $86 
Dept. of Transp ortation $44 $48 $5 $96 
Dept. of Veterans Affai rs $ 11 $102 $7 $12 1 
Dept. of the Inter ior $ 13 $24 $ 1 $38 
Dept. of the Trcasurv $ 146 $ 109 $ 13 $268 
Dept o fDe lense $2,4 7 1 $ 1,055 $3,580 $7, 106 
Dept. of I lealth & Human 
Services $44 $ 111 $26 $ 18 1 
Dept. of I lomeland Secur ity $369 $590 $ 150 $ l ,I0 9 
Dept. of Housi ng & Urban 
Development $4 $7 $0 $12 
Environmental Protectio n 
Agencv $1 $19 $0 $20 
General Service.'> 
Administration $28 $10 $8 $46 
Internatio nal Assistan ce Ii 
Proera ms $8 $7 $7 $22 
National Science f oundation $3 $6 $14 1 $150 
NASA $27 $40 $19 $86 
Nuclear Regu latory 
Commissio n $4 $IQ $3 $ 17 
Office of Perso1mel 
Managem ent $2 $5 $0 $7 
::,mau O US1.11CS.'> 

Administrat ion $1 $4 $0 $5 
Social Secur ity 
Administra tion $27 $11 $2 $40 
Total Informa tion Secur ity 
Spending $3,575 $2,707 $4,063 $10,344 

---

1
~
51 Office of M gmt. & Budget, Exec. Office of the President , FY 2013Annual Report to Congress: Federal 

Inf ormation Security Managemen t Act 65 (May 1, 2014), 
https://ww w.whitehou se.gov/s ites/defaul t/files/o mb/assets/egov _ docs/fy _ 2013 _fi sma _ report_ 05.01 .20 14.p df. 
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Table 4. Federal cybersecurity spending by agency (in millions) for FY 20121252 

• ,~, IC\O-)7 1,.,o.,..,,u1,on 

a T.-\t•t\f lOst 

a 1,a"'""I Co,.t 
8 lOOt\(01,t 

• ~('J'"i.Of'HWl (Ol,t 

1252 Office of Mgmt. & Budget , Exec . Office of the President, Fiscal Year 2012 Report to Congress on the 
Implementation of the Federal Information Security Management Act of 2002 (Mar. 2013) , 
https://www.whi tehouse .gov/sites/default /files/omb/assets/egov _ docs/fy 12 _fi sma. pdf. 
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Table 5. OPM IT Budget and Spending, FY2006-FY20171253 
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186 OPM's IT Budget and Spending Over Time 
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FY2006 FY2007 FY2008 FY2009 FY2010 FY2011 FY2012 FY2013 FY2014 FY20l5 FY2016 FY2017 

Budget • Actua ls 

1253 U.S. Office of Pers. Mgmt., OPM Congressional Budget Justification Pe1formance Budget FY20 16, at 2 (Feb. 
2015), https://www.opm.gov/a bout-us/budget-perfo rmance/budgets /congressional-budget- justification -fy2016.pdf.. 
Cybersecurity is one line item in OPM's total IT budget. The amounts requested for IT spending overall, and the 
amounts appropr iated, are shown in the Appendix. In addition, overall funding spikes in 2007 and 2008 are 
attributed to a transfer from the Trust Fund for retirement modernization. See U.S. Office of Pers. Mgmt., OPM 
Congressional Budget Justificatio n Performance Budget FY2007 (Feb. 6, 2006), https://www.opm.gov/about
us/budget-performance/budgets /2007-b udget.pdf ; U.S. Office of Pers. Mgmt., OPM Congressional Budget 
Justification Pe1formance Budget FY2008 (Feb. 5, 2007) , https://www.opm.gov/about -us/budget
performance/budgets/2008-budget.pdf. 
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